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IN THE SUPERIOR COURT OF THE STATE OF WASHINGTON 
IN AND FOR THE COUNTY OF KING 

 
CERTUS CYBERSECURITY SOLUTIONS, 
LLC, a Delaware limited liability company, 
 

Plaintiff,  
v.  
 
BURNS & MCDONNELL, INC., a Missouri 
corporation, d/b/a 1898 & CO., 
 

Defendant. 

 
NO.  
 
COMPLAINT 

 

Certus Cybersecurity Solutions, LLC (“Certus” or “Plaintiff”), for its Complaint against 

Burns & McDonnell, Inc. d/b/a 1898 & Co. (“Burns & McDonnell” or “Defendant”), alleges as 

follows: 

PARTIES 

1. Certus is a Delaware limited liability company with its principal place of business 

in Redwood City, California. 
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2. Burns & McDonnell, Inc. is a Missouri corporation with its principal place of 

business in Kansas City, Missouri.  1898 & Co. is a fictitious name and/or d/b/a of Burns & 

McDonnell, Inc. 

3. In dealings with Certus, 1898 & Co. describes itself as a part of Burns & 

McDonnell, but Defendant does not clearly distinguish between the two entities in 

communications.  Defendant uses either or both names in various documents. 

JURISDICTION AND VENUE 

4. The Court has subject matter jurisdiction pursuant to RCW 2.08.010. 

5. Venue and jurisdiction over Defendant are appropriate in this court pursuant to 

RCW 4.12.020 as the transactions at issue were entered into with Seattle City Light in King 

County, Washington. 

STATEMENT OF FACTS 

6. Plaintiff brings this action to hold Defendant accountable for abusing Seattle’s laws 

requiring inclusion of Women and Minority Owned Business Enterprises (“WMBEs”) in public 

contracts.  Defendant was awarded a contract from Seattle City Light because of representations 

to Seattle City Light and to a group of WMBE owners that these businesses would be included in 

work under the contract.  However, after the contract was awarded, Defendant reneged on its 

commitments and has not included those businesses in any work. 

7. Additionally, Defendant has made false and defamatory statements and used unfair 

business practices to thwart Seattle’s public policy goals and enrich itself at the expense of Seattle 

residents and small business owners. 

Certus 

8. Certus is an information security services firm founded in 2018 to address the 

increasingly complex intersection of product security and enterprise cybersecurity.  Product 

security ensures that individual systems and technologies are secure, while enterprise security 
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ensures that the entire environment in which those systems operate remains resilient.  Certus 

provides advanced security testing, advisory, and managed services to Fortune 100 and 

multinational corporate clients across sectors including financial services, technology, global 

logistics, manufacturing, and energy and regulated entities nationwide.  Certus is a vendor to seven 

of the 40 largest U.S. corporations by market capitalization and two of the four largest U.S. banks.  

It has demonstrated the technical capability required to support the most regulated, diverse and 

security-sensitive organizations in the world. For several years, Certus has delivered cybersecurity 

solutions spanning the entire technology lifecycle—from design and architecture through 

detection, response, and recovery.  Its expertise includes threat modeling and architectural analysis 

of large-scale enterprise systems, penetration testing of a broad spectrum of enterprise technology 

assets, and operational-technology and industrial-technology security for global corporations. 

These engagements have encompassed system architectures ranging from cloud platforms to 

industrial control systems and artificial intelligence/machine learning platforms.  

9. The company has extensive expertise in delivering engagements in alignment with 

established standards such as NIST CSF, ISA/IEC 62443, and ISO 27001. 

10. Certus’s consultants are highly specialized subject-matter experts who hold the 

ISA/IEC 62443 certification, a global standard for the security of Industrial Automation and 

Control Systems (IACS). The certification is issued by the International Society of Automation 

and specifically qualifies Certus to execute operational technology (OT) security engagements. 

Certus consultants have successfully completed the International Information System Security 

Certification Consortium’s NIST Cybersecurity Framework (CSF) 2.0 certification, which ensures 

that they are experts in the latest federal standards for managing and reducing cybersecurity risk. 

11. Certus’s Principals, Ryan McKamie and Swapnil Deshmukh, previously served as 

Director and Senior Director, respectively, on Visa, Inc.’s cybersecurity team. In this capacity, Mr. 

McKamie explicitly planned and executed capability assessments to assess and improve Visa’s 
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maturity against a NIST-aligned cybersecurity framework. This work supported the strategic 

planning of over $200 million in annual cybersecurity spend. Mr. McKamie has been designated 

as an information security expert by federal courts in multiple matters. 

12. Certus’s consultants—collectively holding over 30 certifications including 

Certified Information Systems Security Professional (CISSP), Global Industrial Cyber Security 

Professional Certification (GICSP), GIAC Certified Incident Handler Certification (GCIH), 

Offensive Security Certified Professional (OSCP), and CREST cybersecurity credentials—bring 

expertise in enterprise information security, operational technology, and industrial systems. 

13. Certus’s history of high-impact engagements with leading corporations, along with 

its proven ability to design security frameworks, assess control systems, and manage incident 

response operations, demonstrates a rare breadth of technical expertise and ability to secure 

complex enterprise technology environments. 

Burns & McDonnell d/b/a 1898 & Co. 

14. 1898 & Co.’s website describes Defendant as: “[A] global business, technology and 

security consultancy serving critical infrastructure industries, helping clients plan, secure and 

optimize their business. As part of Burns & McDonnell and our more than 125 years of industry 

experience, we understand the complexity of your asset-intensive business model, the trends 

impacting your industry, and the need to ground big ideas in operational reality.” 
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15. Specifically, Defendant lists its services to include, as pertinent here: acquisition 

and development, asset planning and management, business strategy and transformation, 

enterprise technology, and financial analysis.  

16. Defendant markets itself as “delivering a thorough valuation and appraisal” by 

assisting clients in building financial models, creating capital funding plans, or determining 

depreciation rates, all to demonstrate “financial resiliency and adequacy.” It further states that it 

“understand[s] the complexities driving financial analysis and rate design for the critical 

infrastructure industry.” For valuations and appraisals, Defendant represents that it has helped 

clients “[a]ssess their current assets, using the markets, cost and income approach to determine the 

fair market value.” 
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17. Defendant markets itself to have advised on over 200 due diligence engagements, 

$20 billion in debt raised, and over $6 billion in transactions.  

 

 

 

 

 

18. Defendant has substantial experience and knowledge regarding how profit, revenue 

scale, and financial performance directly dictate the enterprise value of a business. 

19. Defendant, under 1898 & Co., markets itself through its website as an expert in 

“valuation and appraisals” and “financial analysis” engaged in financial consultancy and 

“transaction advisory.” 

20. In a July 7, 2023 news article by Burns & McDonnell titled “Q&A: The Secrets to 

Long-Term Successful Partnerships,” California regional director for 1898 & Co. Jonathan Leffert 

recently quoted that “[i]t’s the prime’s job to look after our small business partners[.]” 

Seattle City Light Contract 

21. On January 5, 2023, the City of Seattle contacted Certus and recommended that 

Certus meet with Defendant Burns & McDonnell, Inc. in order to help Burns & McDonnell win a 

bid for Seattle City Light’s On-call Utility Technology Roadmap contract (RFP# SCL-22285) (the 

“Seattle City Light Contract”). 

22. The total amount to be awarded under the contract was up to $60 million. 
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23. Mr. McKamie, the CEO of Certus, agreed and provided information setting forth 

experience and capabilities relevant to the Seattle City Light Contract. 

24. On January 6, 2023, Chad Pinarijia, an Engagement Manager at 1898 & Co., met 

with Mr. McKamie to discuss Certus’s capabilities. Mr. McKamie provided extensive information 

about Certus’s experience and financial profile, including the key clients Certus worked with, the 

specific types of work Certus had performed, as well as the revenue and size of the company.  Mr. 

Pinarijia conducted thorough due diligence by following up his conversation with written inquiries, 

ultimately confirming through Kara Williams of the City of Seattle that he had verified Certus’s 

status as a small business and its city certification. 

25. On January 10, 2023, Eric Ervin, the Global Cybersecurity Director for Utilities at 

1898 & Co., had a call with Mr. McKamie to further discuss Certus’ qualifications and profile. 

26. These meetings allowed Defendant to gain precise non-public knowledge of 

Certus’s scale, revenue profile, and Earnings Before Interest, Taxes, Depreciation, and 

Amortization (“EBITDA”). 

27. Defendant explained that the purpose of the partnership with Certus was to satisfy 

the requirement for submission of a WMBE inclusion plan. 

WMBE Inclusion Plan 

28. The City of Seattle requires that proposals for public contracts include a WMBE 

inclusion plan.  A WMBE inclusion plan is a document created by a contractor in which the 

contractor makes a series of commitments to direct portions of the contract to a specific group of 

WMBE partners.  The purpose of that requirement is to drive economic empowerment by making 

it easier for businesses to work with the City of Seattle to overcome the historical disproportionate 

underutilization of WMBEs in public contracting. 

29. Defendant shared Seattle City Light’s Request for Proposal with Certus.  The 

Request for Proposal stated that a WMBE inclusion plan was mandatory for a winning proposal 
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for the Seattle City Light Contract.  It further stated that proposals would be scored out of 100 

points and that the Inclusion Plan would count for 10 points. 

30. Defendant explained to Certus that it intended to submit a proposal to Seattle City 

Light (the “Proposal”) and that it hoped to highlight Certus in the Proposal’s WMBE inclusion 

plan in order to maximize its chances of being awarded the Seattle City Light Contract. 

31. On January 16, 2023, Certus provided Defendant with written materials regarding 

Certus’s capabilities to include in the Proposal. 

32. On January 20, 2023, Defendant confirmed that it planned to include Certus in the 

Proposal’s WMBE inclusion plan (the “Inclusion Plan”). After Certus included its input and 

qualifications to the Seattle City Light Contract, Mr. Pinarijia confirmed that “1898 & Co. plan[ed] 

on including Certus Cybersecurity Solutions LLC in [its] WMBE Inclusion Plan” and anticipated 

“engaging [Certus] in core work during the contract duration, as scope opportunities present 

themselves.” In response, Mr. McKamie inquired about the distribution of work and his need to 

review the applicable sessions and portions of the Seattle City Light Contract pertaining to WMBE 

participation prior to submitting anything to the customer. To date, Defendant has neither 

responded to Mr. McKamie’s inquiries nor shared the relevant portions of the Seattle City Light 

Contract. 

33. Certus’s involvement in the Proposal was not limited to the Inclusion Plan. 

34. On January 24, 2023, Defendant sent Certus the portion of the Proposal that 

described Defendant’s cybersecurity capabilities.  The description was limited to 1898 & Co.: 
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35. On January 27, 2023, Certus responded with extensive redline revisions to make it 

clear to Seattle City Light that Certus would be a partner in cybersecurity services.  In one example 

of those revisions, Certus wrote: 

 

 

 

 

 

36. On January 27, 2023, Defendant responded it had accepted the redlines and would 

send the revised description to Seattle City Light as part of the Proposal: 
 

 

 

 

 

37. On February 7, 2023, Defendant submitted the Proposal to Seattle City Light.  The 

Proposal included the Inclusion Plan that highlighted Certus and six other WMBEs (the “WMBE 

Partners”).  

38. The Inclusion Plan contained a variety of specific commitments and 

representations. 

39. The Inclusion Plan represented that Defendant would engage Certus in core work. 

40. The Inclusion Plan represented that Defendant would engage in “true partnerships” 

with the WMBE Partners. 
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41. The Inclusion Plan represented that Defendant would treat the WMBE Partners as 

working towards “common goals as a seamless team.” 

42. The Inclusion Plan represented that Defendant would work proactively to include 

diverse businesses as partners. 

43. The Inclusion Plan represented that Defendant would develop a diverse supplier 

base to expand the capabilities and experience of the WMBE Partners. 

44. The Inclusion Plan represented that Defendant would engage in mentorship, 

business guidance, training, expanding contact networks, and community involvement with the 

WMBE Partners. Particularly, Defendant committed to mentor WMBE Partners “to be sustainable 

and profitable enterprises.” 

45. The Inclusion Plan represented that Defendant would appoint a mentor for each 

WMBE partner who “will be committed to helping the WMBE firm achieve agreed upon goals.” 

46. The Inclusion Plan represented that Defendant would make internal training 

available to the WMBE Partners. 

47. The Inclusion Plan represented that Defendant would develop strategic plans for 

the WMBE Partners using a Strengths, Weaknesses, Opportunities, Threats analysis “to identify 

growth potential and challenges that may prohibit business growth.” 

48. The Inclusion Plan represented that Defendant would help the WMBE Partners 

“achieve success at a business level with a diverse client base.” 

49. The Inclusion Plan represented that Defendant knew or should have known that 

Defendant’s performance and inclusion of Certus was critical to its business maturity and overall 

market value. 

Award of Contract 

50. On March 31, 2023, Defendant confirmed to Certus that Defendant had been 

awarded the Seattle City Light Contract.  Defendant requested that Certus register as an approved 



 

 
 
COMPLAINT – 11 

 

CORR CRONIN LLP 
1015 Second Avenue, 10th Floor 

Seattle, WA 98104-1001 
Tel (206) 625-8600 
Fax (206) 625-0900 

1 
 

2 
 

3 
 

4 
 

5 
 

6 
 

7 
 

8 
 

9 
 

10 
 

11 
 

12 
 

13 
 

14 
 

15 
 

16 
 

17 
 

18 
 

19 
 

20 
 

21 
 

22 
 

23 
 

24 
 

25 

vendor of Burns & McDonnell through the Burns & McDonnell iSupplier Portal, a vendor 

management system that requires comprehensive data across several categories to qualify for 

partnering opportunities.  Defendant informed Certus that this was to ensure that they “can 

immediately engage with [Certus] when opportunities arise.” Defendant concluded “Thank you 

for being part of the 1898 & Co. team and we look forward to making this engagement a success!” 

51. Mr. McKamie provided extensive information about Certus’s business and 

financial profile through Certus’s enrollment in the iSupplier Portal. 

52. On April 20, 2023, Mr. McKamie informed Defendant that it completed the 

registration for the iSupplier Portal. Registration for the iSupplier Portal took more than an hour 

to complete and required specific information, including financial data, disclosures, and three years 

of annual sales and financial figures. 

53. After learning that Defendant had been awarded the contract, Certus began hiring 

additional staff to meet the expected increase in workload. Certus ultimately hired four additional 

staff in reliance on Defendant’s promises. 

54. On information and belief, Defendant would not have been awarded the Seattle City 

Light Contract if it had not submitted a strong and thorough WMBE Inclusion Plan. 

55. After a period of negotiation, the final Seattle City Light Contract between Seattle 

City Light and Defendant was executed on July 31, 2023. 

56. Since July 31, 2023, Defendant has not referred a single dollar of business to Certus 

under the City Light Contract. 

57. On information and belief, Defendant has not referred a single dollar of business to 

any of the other WMBE Partners listed in the Inclusion Plan under the City Light Contract. 

Work Assignments 

58. Defendant has excluded Certus from projects falling under the Seattle City Light 

project for which Certus was qualified. 
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59. The Seattle City Light Contract did not provide for $60 million in payment to 

Defendant in one lump sum.  Rather, as an “on-call” contract, the Seattle City Light Contract 

provided that Seattle City Light would provide Defendant with a proposed Statement of Work for 

individual projects. 

60. For each of these individual projects, Defendant would complete and submit a form 

titled “SCL Work Assignment (Authorization) Form.” Upon approval of that form, Defendant 

would then proceed with the project. 

61. To date, despite Defendant’s earlier promise to “immediately engage with [Certus] 

when opportunities arise,” Defendant has excluded Certus from at least four of these projects, each 

of which required work for which Certus was qualified. 

62. To date, Defendant has not provided Certus with any notice regarding the existence 

of at least four of these projects. 

First Work Assignment 

63. On September 7, 2023, Defendant submitted a work assignment related to 

developing cybersecurity processes and tools for Seattle City Light. 

64. Defendant stated that none of the WMBE Partners were qualified to perform any 

part of the work in question. 

65. Specifically, Defendant claimed that the work to be completed would be based on 

the ISA 62443 and NIST CSF security frameworks and that no WMBE Partner had expertise with 

these frameworks. 

66. Both of these statements were false as they pertained to Certus.  Contrary to 

Defendant’s published representation, Certus has extensive experience in NIST and serves a 

Fortune 100 client using that framework. 
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67. Certus has executed work leveraging NIST CSF and ISA 62443–aligned 

frameworks for multinational clients directly paralleling Seattle City Light’s call to map controls 

to those same frameworks. 

68. Certus personnel have built custom risk-scoring and asset-classification tools used 

enterprise-wide by Fortune 500 corporations to support prioritization of vulnerabilities and system 

criticality, demonstrating competence to complete Seattle City Light’s partially developed scoring 

tool.  

69. Certus maintains an internal library of reusable threat-model templates spanning a 

diverse array of technologies, mirroring the work assignment’s requirement to produce baseline 

threat scenarios and system-specific System Security Plan templates.  For example, in 2024, Certus 

generated $1.4 million in revenue from performing threat modeling and architectural analysis 

services for a client with a market capitalization exceeding $800 billion. 

70. Certus’s consultants, a number of whom are Certified Information Systems 

Security Professionals or hold master’s degrees and have a decade or more of information security 

experience, are subject-matter experts well qualified to assess and mature an enterprise security 

program.  Certus consultants have expertise executing similar scopes for one $671 billion 

corporation and another $244 billion corporation. 

71. Defendant knew or should have known that its statements published to Seattle City 

Light were false as they pertained to Certus. 

Second Work Assignment 

72. On October 9, 2024, Defendant submitted another work assignment related to 

Seattle City Light’s Distributed Energy Resource Strategy. 

73. One goal of the work assignment was to conduct a technology analysis to determine 

if the Distributed Energy Resource Strategy could be supported by one application or would 

require two applications. 
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74. When asked which of the WMBE Partners would be involved in this work 

assignment, Defendant stated that no WMBE Partner had capabilities within the scope of the 

assignment. 

75. That statement was false as it pertained to Certus. 

76. Certus has conducted architectural risk and business process analysis for an $800 

billion corporation and led interview-driven process-assessment workshops for a $244 billion 

corporation.  These projects required mapping complex operational ecosystems, eliciting 

stakeholder knowledge through structured interviews, and delivering actionable process-

improvement recommendations.  This experience directly parallels the required objectives. 

77. Defendant knew or should have known that its statements published to Seattle City 

Light were false as they pertained to Certus. 

Third Work Assignment 

78. On December 10, 2024, Defendant submitted a work assignment related to 

Managed Security Services for Seattle City Light’s operational technology environment. 

79. When asked which of the WMBE Partners would be involved in this work 

assignment, Defendant stated that no WMBE Partner had capabilities within the scope of the 

assignment. 

80. That statement was false as it pertained to Certus. 

81. The work assignment required delivering continuous monitoring and incident 

response operations using enterprise SIEM tools.  Contrary to Defendant’s statements, Certus 

currently provides Managed Detection and Response services to multiple enterprise corporations, 

including an $82 billion Fortune 500 corporation.  This experience is plainly equivalent to the 

required scope in the work assignment. 

82. The work assignment further required analysis and triage of security events, 

including intrusion detection and malware testing.  Contrary to Defendant’s statements, Certus’s 
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threat detection teams conduct malware analysis, event triage, and incident containment for large-

scale cloud and on-premises environments, providing actionable intelligence and incident response 

to support security operations center operations. This experience maps directly to the requirements 

of the work assignment. 

83. The work assignment required optimization of SIEM and OT detection systems for 

improved visibility and reduced false positives.  Contrary to Defendant’s statements, Certus has 

developed and maintained detection rules, correlation logic, and analytics tuning for clients’ SIEM 

platforms.  These tuning exercises enhance signal-to-noise ratio and response accuracy and meet 

the work assignment’s requirement for ongoing platform optimization. 

84. The work assignment required contractors to maintain operational performance 

metrics and deliver continuous improvement.  Contrary to Defendant’s statements, Certus’s 

current MDR contracts include monthly performance reporting and continuous improvement 

cycles, with defined KPIs such as mean time to detect and mean time to respond.  These operational 

governance mechanisms align exactly with the work assignment’s requirement for measurable 

outcomes and system effectiveness tracking. 

85. Defendant knew or should have known that its statements published to Seattle City 

Light were false as they pertained to Certus. 

Commitments to Support WMBE Partners 

86. Defendant not only committed to including to the WMBE Partners in revenue 

opportunities, but also to providing the WMBE Partners with business development resources and 

opportunities. 

87. Defendant has failed to honor every single one of these commitments. 

88. Contrary to Defendant’s commitments, it did not develop a diverse supplier base to 

expand the capabilities and experience of the WMBE Partners. 
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89. Contrary to Defendant’s commitments, it did not engage in mentorship, business 

guidance, training, expanding contact networks, and community involvement with the WMBE 

Partners. 

90. Contrary to Defendant’s commitments, it did not appoint a mentor who “will be 

committed to helping the WMBE firm achieve agreed upon goals.” 

91. Contrary to Defendant’s commitments, it did not make internal training available 

to the WMBE Partners. 

92. Contrary to Defendant’s commitments, it did not develop strategic plans for the 

WMBE Partners using a Strengths, Weaknesses, Opportunities, Threats analysis. 

Certus Brings Concerns to Defendant 

93. Mr. McKamie eventually realized that Defendant had no real intention of including 

any of the WMBE Partners in the Seattle City Light Contract.  Mr. McKamie reasonably concluded 

that Defendant was discriminating against Certus and other WMBE partners. 

94. On March 20, 2025, Mr. McKamie brought these concerns to Defendant in an 

attempt to resolve the parties’ issues and preserve their working relationship. 

Fourth Work Assignment 

95. On or about May 14, 2025, Defendant submitted another work assignment related 

to transitioning Seattle City Light’s on-premises Work and Asset Management system to Oracle’s 

Work and Asset Cloud Service. 

96. One goal of the work assignment was to identify security controls needed to protect 

Seattle City Light’s data and conduct a gap analysis of existing security controls. 

97. When asked which of the WMBE Partners would be involved in this work 

assignment, Defendant stated that no WMBE Partner had capabilities within the scope of the 

assignment. 

98. That statement was false as it pertained to Certus. 
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99. Certus recently completed a security assessment for an Oracle migration for a client 

with a market capitalization exceeding $1 trillion.  This engagement required understanding the 

client’s security concerns, evaluating the security posture of the Oracle solution, and supporting 

the secure migration of a hybrid on-premises/cloud enterprise system to an updated cloud 

architecture.  This experience directly parallels the required objectives. 

100. Defendant knew or should have known that its statements published to Seattle City 

Light were false as they pertained to Certus. 

101. The Fourth Work Assignment differed from the previous work assignments in a 

critical way. Each of the previous work assignments included a recitation of Defendant’s 

commitment to allocate 20% of the work to WMBE Partners: 
 

 

102. The Fourth Work Assignment, submitted just two months after Mr. McKamie 

raised concerns about Defendant’s failure to honor that commitment, slashed that commitment to 

zero: 
 

103. Defendant is not permitted to unilaterally decide that it is no longer obligated to 

work with WMBE Partners. 

104. A contractor who wishes to alter or amend a WMBE inclusion plan must submit a 

form titled “WMBE Inclusion Plan Change Request Form” that details the requested changes and 

the justifications for those requested changes.  

105. On information and belief, Defendant failed to submit a WMBE Inclusion Plan 

Change Request Form before changing its WMBE inclusion commitment from 20% to 0%. 

Ongoing Harm 
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106. Since Certus shared its concerns with Defendant, Defendant has withheld business 

development resources and opportunities from Certus. 

107. On information and belief, since that communication, Defendant has withheld 

revenue opportunities from Certus. 

108. When Defendant failed to honor its promises to involve Certus in the work, staff 

that had been hired to perform that work either resigned or were terminated because there was 

insufficient work for them.  

109. Defendant’s actions have not only harmed Certus, but also has harmed Defendant’s 

other WMBE partners, Seattle City Light, and the residents of Seattle, all of whom trusted 

Defendant to honor its commitments. 

Projected 2025 EBITDA Valuation 

110. It is commonly understood and widely accepted in business valuation that the value 

of a company is based on a multiple of EBITDA. Valuation multiples increase with scale. Upon 

achieving EBITDA in excess of $2 million, a company generally then qualifies for consideration 

by an expanded class of institutional and strategic acquirers. This threshold allows transactions at 

valuation multiples that range between the 13x-18x EBITDA rather than at a 7.0x EBITDA. 

111. In 2024, Certus fell short of the $2 million EBITDA valuation threshold by only 

Two Hundred Twenty-One Thousand, One Hundred Sixty-One Dollars ($221,161.00). 

112. On information and belief, the $221,161.00 gap relative to the 2024 threshold 

would have been satisfied had Defendant awarded Certus even a fraction of the approximately 

Four Hundred Twenty-Eight Thousand Seven Hundred Sixty Dollars ($428,760.00) in 

cybersecurity revenue Defendant collected with through the Seattle City Light Contract that year. 

113. Similarly, in 2025, Certus fell short of the $2 million EBITDA valuation threshold 

by only Three Hundred Eighty-Five Thousand Seven Hundred Fifteen Dollars ($385,715.00) 

based on projected financials. 
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114. On information and belief, Defendant withheld approximately One Million Five 

Thousand Fifty-One Dollars and Sixty-Eight Cents ($1,005,051.68) in relevant work assignments 

from Certus in 2025. 

115. For both 2024 and 2025, Defendant’s actions directly prevented Certus from 

achieving a significantly higher enterprise threshold. 

116. On December 21, 2025, Black Lake Capital, LLC submitted a non-binding 

indication of interest to purchase a majority interest in Certus based on Certus’s projected 7.0x 

2025 EBITDA of $11.3 million. The offer is explicitly subject to the “typical level of working 

capital” and “validating key customer relationships.” 

117. On information and belief, Certus’s projected 2025 EBITDA would have exceeded 

$2 million dollars, representing an enterprise value of $26 million to $30 million, had it collected 

the Seattle City Light contract revenue and other withheld revenue opportunities.  

118. Defendant knew or should have known that withholding the Seattle City Light 

Contract revenue and other revenue opportunities would suppress Certus’s EBITDA below the 

critical market threshold of $2 million.  

119. On information and belief, Defendant’s interference with the Seattle City Light 

Contract and the loss of its revenue harmed Certus, resulting in an enterprise value of only $11.3 

million—a nearly $15-19 million diminution in business value. 

FIRST CLAIM FOR RELIEF 

Violation of Consumer Protection Act (RCW 19.86 et seq.) 

120. Certus incorporates by reference the allegations of each and every one of the 

preceding paragraphs as though fully set forth again. 

121. Defendant engaged in unfair or deceptive trade practices, including without 

limitation:  

a. Falsely representing that it would engage Certus in core work; 
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b. Falsely representing that Certus lacked experience or capabilities to participate in 

the Work Assignments; 

c. Falsely representing that it would engage in “true partnerships” with the WMBE 

Partners; 

d. Falsely representing that it would treat the WMBE Partners as working towards 

“common goals as a seamless team;” 

e. Falsely representing that it would work proactively to include diverse businesses as 

partners; 

f. Falsely representing that it would develop a diverse supplier base to expand the 

capabilities and experience of the WMBE Partners; 

g. Falsely representing that it would engage in mentorship, business guidance, 

training, expanding contact networks, and community involvement with the WMBE Partners; 

h. Falsely representing that it would appoint a mentor who “will be committed to 

helping the WMBE firm achieve agreed upon goals[;]” 

i. Falsely representing that it would make internal training available to the WMBE 

Partners; and 

j. Falsely representing that it would develop strategic plans for the WMBE Partners 

using a Strengths, Weaknesses, Opportunities, Threats analysis. 

122. Defendant’s unfair and deceptive trade practices affect trade and commerce in that 

Defendant contracted to provide a wide variety of commercial services to Seattle City Light, 

thereby directly or indirectly affecting every resident of Seattle that depends on Seattle City Light 

for services. 

123. Defendant’s unfair and deceptive trade practices affect the public because: 

a. Defendant was paid in part using public funds; and 
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b. Defendant violated one or more statutes containing a declaration of public interest 

impact, including (1) Seattle Municipal Code 20.42, et seq.; and (2) Seattle Municipal Code 14.10, 

et seq. 

124. Defendant’s unfair and deceptive trade practices proximately cause injury to Certus 

in an amount to be determined at trial. 

125. Certus is entitled to recover treble damages and its attorneys’ fees and costs as 

provided by RCW 19.86.090. 

SECOND CLAIM FOR RELIEF 

Breach of Contract 

126. Certus incorporates by reference all the allegations of each and every one of the 

preceding paragraphs as though fully set forth again. 

127. The Seattle City Light Contract was binding on Defendant. 

128. Certus was a third-party beneficiary of the Seattle City Light Contract. 

129. The Seattle City Light Contract Defendant was intended to necessarily and 

directly benefit Certus. 

130. Defendant breached its commitments under the Seattle City Light Contract by 

failing to provide Certus with the promised work and support services 

131. Certus was damaged by Defendant’s breach in an amount to be proven at trial. 

THIRD CLAIM FOR RELIEF 

Fraudulent Misrepresentation 

132. Certus incorporates by reference the allegations of each and every one of the 

preceding paragraphs as though fully set forth again. 

133. Defendant falsely represented that it would 

a. engage Certus in core work; 

b. engage in “true partnerships” with the WMBE Partners;  
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c. treat the WMBE Partners as working towards “common goals as a seamless team;” 

d. work proactively to include diverse businesses as partners; 

e. develop a diverse supplier base to expand the capabilities and experience of the 

WMBE Partners; 

f. engage in mentorship, business guidance, training, expanding of contact networks, 

and community involvement with the WMBE Partners; 

g. appoint a mentor who “will be committed to helping the WMBE firm achieve 

agreed upon goals[;]” 

h. make internal training available to the WMBE Partners; and 

i. develop strategic plans for the WMBE Partners using a Strengths, Weaknesses, 

Opportunities, Threats analysis. 

134. Certus would not have agreed to let Defendant use its name to secure the Seattle 

City Light Contract if Defendant had not made these commitments to Certus. 

135. Defendant had no intention of honoring these commitments and, at the time 

Defendant’s representatives made these commitments, they knew that Defendant had no intention 

of honoring them.  

136. Defendant made these commitments to Certus so that Certus would permit 

Defendant to use Certus’s name in the WMBE Inclusion Plan. 

137. At the time Certus agreed that Defendant could use Certus’s name in the WMBE 

Inclusion Plan, Certus did not know that Defendant had no intention of honoring its commitments. 

138. Certus incurred significant hiring and administrative expenses in reliance on 

Defendant’s false promises. 

139. Based on the parties’ communications and Defendant’s contractual commitments 

to Seattle City Light, it was reasonable for Certus to rely on Defendant’s promises. 
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140. Certus was harmed by Defendant’s failure to honor its promises and its exclusion 

of any WMBE Partners from work under the Seattle City Light Contract.  

FOURTH CLAIM FOR RELIEF 

Violation of Seattle Municipal Code (SMC 14.10.170) 

141. Certus incorporates by reference the allegations of each and every one of the 

preceding paragraphs as though fully set forth again. 

142. Certus wrote to Defendant on March 20, 2025 setting forth the grounds for its 

reasonable belief that Defendant was engaging in the acts of discrimination described above. 

143. Since that time, Defendant has not notified Certus of work assignments, has not 

included Certus in work assignments, and has refused to provide promised services to Certus. 

144. On information and belief, a substantial factor motivating such actions by 

Defendant was Certus opposing Defendant’s acts of discrimination. 

145. As a result of Defendant’s retaliatory conduct, Certus has suffered damages in an 

amount to be determined at trial. 

FIFTH CLAIM FOR RELIEF 

Defamation Including Defamation Per Se 

146. Certus incorporates by reference the allegations of each and every one of the 

preceding paragraphs as though fully set forth again. 

147. Defendant submitted multiple publicly available work assignments that contained 

false statements regarding the scope of Certus’s experience and capabilities. 

148. On September 7, 2023, Defendant submitted a work assignment related to 

developing cybersecurity processes and tools for Seattle City Light. 

149. Defendant stated that none of the WMBE Partners were qualified to perform any 

part of the work in question. 
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150. Defendant claimed that the work to be completed would be based off the ISA 62443 

and NIST CSF security frameworks and that no WMBE partner had expertise with these 

frameworks. 

151. Both of these statements were false.  

152. On information and belief, Defendant stated in its public Proposal that Certus would 

be the primary party responsible for delivering cybersecurity to SCL.  Certus has extensive 

experience in NIST and serves a Fortune 100 client using that framework. 

153. On October 9, 2024, Defendant submitted another work assignment related to 

Seattle City Light’s Distributed Energy Resource Strategy. 

154. One goal of the work assignment was to conduct a technology analysis to determine 

if the Distributed Energy Resource Strategy could be supported by one application or if two 

applications would be necessary. 

155. When asked which of the WMBE Partners would be involved in this work 

assignment, Defendant stated that no WMBE Partner had capabilities within the scope of the 

assignment. 

156. That statement was false. 

157. Certus has experience conducting architectural risk and business process analysis 

for an $800 billion corporation and led interview-driven process-assessment workshops for a $244 

billion corporation.  These projects required mapping complex operational ecosystems, eliciting 

stakeholder knowledge through structured interviews, and delivering actionable process-

improvement recommendations. 

158. On December 10, 2024, Defendant submitted a work assignment related to 

Managed Security Services for Seattle City Light’s operational technology environment. 
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159. When asked which of the WMBE Partners would be involved in this work 

assignment, Defendant stated that no WMBE Partner had capabilities within the scope of the 

assignment. 

160. That statement was false. 

161. Certus currently provides Managed Detection and Response services to multiple 

Fortune 100 clients, including a $79 billion Fortune 500 corporation.  Certus’s threat detection 

teams conduct malware analysis, event triage, and incident containment for large-scale cloud and 

on-premise environments, providing actionable intelligence and incident response in support of 

security operations center operations. 

162. On or about May 14, 2025, Defendant submitted a work assignment related to 

conducting a security assessment in connection with transitioning Seattle City Light’s on-premises 

Work and Asset Management system to Oracle’s Work and Asset Cloud Service. 

163. When asked which of the WMBE Partners would be involved in this work 

assignment, Defendant stated that no WMBE Partner had capabilities within the scope of the 

assignment. 

164. That statement was false. 

165. Certus had recently completed a security assessment for an Oracle migration for a 

client with a market capitalization exceeding $1 trillion.  This engagement required understanding 

the client’s security concerns, evaluating the security posture of the Oracle solution, and supporting 

the secure migration of a hybrid on-premises/cloud enterprise system to an updated cloud 

architecture. 

166. Defendant communicated these statements without privilege. 

167. Defendant knew or in the exercise of reasonable care should have known that the 

statements made in the work assignments regarding Certus were in fact false or would create a 

false impression. 
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168. As a result, Defendant has caused Certus damage to its business and reputation in 

an amount to be proven at trial. 

169. Defendant’s false statements of Certus’s lack of qualification are defamatory per 

se, such that Certus is entitled to an award of presumed damages. 

SIXTH CLAIM FOR RELIEF 

Diminution of Business Value 

170. Certus incorporates by reference the allegations of each and every one of the 

preceding paragraphs as though fully set forth again. 

171. Defendant was aware of Certus’s exact financial scale and model as a result of 

Certus’s enrollment in the Burns & McDonnell iSupplier Portal. 

172. Defendant markets itself as having a sophisticated understanding of the operational 

and financial factors that influence the enterprise value of a business. 

173. Defendant’s advertised knowledge and experience establish it as an expert in the 

factors of business diminution. 

174. Defendant’s sophisticated knowledge of financial analysis, transaction advisory, 

and valuation and appraisals, and of Certus’s scale, revenue profile, and EBITDA made it aware 

that the Seattle City Light Contract revenue would provide Certus with the necessary scale to 

achieve prime market valuation. 

175. Nevertheless, Defendant prevented Certus from participating in the Seattle City 

Light Contract. 

176. Defendant failed to provide any notice to Certus on the existence of any work 

assignments despite Certus’s ability to perform the work and Defendant’s promise to “immediately 

engage with [Certus] when opportunities arise,” leading to a direct loss of revenue and a 

measurable diminution of the business’s overall value. 
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177. Defendant knew or, in the exercise of reasonable care, should have known that by 

withholding the contract revenue, Defendant prevented Certus from achieving the scale necessary 

to unlock higher market multiples through EBITDA.   

178. Defendant knew or in the exercise of reasonable care should have known that its 

wrongful actions deprived Certus of immediate cash flow and suppressed Certus’s EBITDA, 

preventing Certus from reaching its $26-30 million enterprise value. 

179. As a direct and proximate cause of Defendant’s breach of contract, fraudulent 

misrepresentations, and defamatory statements, Certus’s business suffered a substantial and 

measurable and quantifiable reduction in its overall enterprise market value, including loss of 

goodwill, customer relationships, and future earning capacity. 

180. By withholding the Seattle City Light Contract revenue and requiring Certus to 

maintain a high payroll without corresponding work, Defendant depleted Certus’s cash reserves 

and current assets and negatively impacted Certus’s ability to meet the closing conditions for Black 

Lake Capital’s offer.  

181. Defendant’s actions and the resulting harm to Certus were reasonably foreseeable 

because Defendant knew or should have known, given its knowledge of Certus’s established 

enterprise market value, its expertise in financial analysis, transaction advisory, and valuation and 

appraisals, and its commitments within the Inclusion Plan, that such conduct would naturally and 

proximately cause Certus’s diminution of business value.  

182. Defendant’s actions caused lasting damage to Certus’s market position and 

goodwill, resulting in a permanent, quantifiable reduction in the fair enterprise value of the 

business. 

PRAYER FOR RELIEF 

WHEREFORE, Plaintiff prays for the following relief:  
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1. For an award of damages and equitable relief against Defendant for Plaintiff’s 

common law claims in an amount and of a nature to be determined; 

2. For an award of consequential damages in an amount to be proven at trial, 

including but not limited to damages for the diminution in value of Plaintiff’s business; 

3. For an award of punitive damages under Missouri law pursuant to Erickson v. 

Pharmacia LLC, 578 P.3d 306, 330 (Wash. 2025); 

4. For prejudgment interest on any portion of the damages award that is for a 

liquidated amount; 

5. For an award of damages pursuant to RCW 19.86.090, including treble damages; 

6. For an award of attorneys’ fees and costs incurred in this action, pursuant to RCW 

19.86.090 or RCW 49.60.340 or other applicable law; 

7. For temporary, preliminary, and permanent injunctions enjoining and restraining 

the Defendant and its representatives, officers, agents, or successors, from continuing to engage 

in the unlawful conduct complained of herein; and 

8. For such other and further relief as the Court deems just, equitable, or warranted 

by law. 

DATED January 12, 2026 

CORR CRONIN LLP 
 
 s/ Colin M. George 

Jeff Bone, WSBA No. 43965 
Colin M. George, WSBA No. 45131 
1015 Second Avenue, Floor 10 
Seattle, WA  98104 
Tel.: (206) 625-8600 Fax: (206) 625-0900 
jbone@corrcronin.com  
cgeorge@corrcronin.com  
Attorneys for Plaintiff Certus Cybersecurity 
Solutions, LLC 
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